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Motivation

● DNSSEC is invisible:
– to end user
– to domain holder

● Idea came up when using ASnumber Add-On
– Shows ASN and some more info
– Credits to the clone Ondrej
– Coding by Zbynek Michl @ CZ.NIC Labs
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DNSSEC Validator

● Mozilla Firefox Add-On

● Four visible DNSSEC states:
– Green Key – validated (AD)
– Orange Key – could validate (RRSIG, no AD)
– Red Key – validation failure (invalid RRSIG)
– No Key – no DNSSEC (no RRSIG, no AD)
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Visualisation of DNSSEC

● Show DNSSEC validation status
– Just for the URL
– Doesn't check links on the page

● Not meant as security tool
– Doesn't check for nested pages, frames, etc.
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RIPE 60 has validating resolvers!
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RIPE resolver can't do NSEC3
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But you can use ours
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Green Key is better, isn't it?
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Does your ISP do DNSSEC?



10
 

No support :-( – use own DNS

● CZ.NIC ODVR
– ITAR Trust Anchors
– Unbound

nameserver 217.31.204.130

nameserver 2001:1488:800:400::130

– Bind 9
nameserver 217.31.204.131

nameserver 2001:1488:800:400::131

– Webpage in progress
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You get “some” security
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No security at all
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Where to get it?

● Nice new shiny webpage
– http://www.dnssec-validator.cz/

● Add-ons for Firefox (https://addons.mozilla.org/)
– Search for DNSSEC
– Or go to: http://bit.ly/aWHguB
– Still in sandbox, waiting for review

http://www.dnssec-validator.cz/
https://addons.mozilla.org/
http://bit.ly/aWHguB
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Technical background

● Written in C (XPCOM), XUL, JavaScript, CSS.

● Uses bundled ldns, openssl
– Found some issues in ldns

● Hidden configuration
– about:config

● Developer Info:
– https://labs.nic.cz/dnssec/

● Bug reports to:
– dnssec-validator@nic.cz

https://labs.nic.cz/dnssec/
mailto:dnssec-validator@nic.cz
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Known issues in 0.15.1

● Windows XP need msvcr90.dll
– Microsoft Visual C++ 2008 Redistributable Package
– http://bit.ly/6wTQ

● Validation status cache
– Shared between tabs
– Not shared between windows

http://bit.ly/6wTQ
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Questions?


