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Motivation

® DNSSEC is invisible:

- to end user
- to domain holder

® [dea came up when using ASnumber Add-On
- Shows ASN and some more info

- Credits to the clone Ondrej
- Coding by Zbynek Michl @ CZ.NIC Labs
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DNSSEC Validator

® Mozilla Firefox Add-On

® Four visible DNSSEC states:

- Green Key — validated (AD)

- Orange Key — could validate (RRSIG, no AD)
- Red Key — validation failure (invalid RRSIG)
- No Key — no DNSSEC (no RRSIG, no AD)
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Visualisation of DNSSEC

® Show DNSSEC validation status

- Just for the URL
- Doesn't check links on the page

e Not meant as security tool

- Doesn't check for nested pages, frames, etc.
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RIPE 60 has validating resolvers!
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RIPE resolver can't do NSEC3

s B = OOT L [ BT

| [@) E'M;_E http:/fwww.root-dnssec.org/

v

[ ] - oL o 5
51-' v ||"1|“' b L= I:ilhl m ¥

(=R R

Root DNSSEC % | o

Root PNSSEC

Information abod® DNSSEC for the Root Zone

Pages Welcome

* Welcome
» Documentation This website contains announcements, releases and other pertinent
» FAQ information about the deployment of DNSSEC for the root zone.
» TCR

DNSSEC for the root zone is a joint effort between ICANN and VeriSign, w
support from the U.5. Department of Commerce.

#» Presentations
» Tools

»Feedback  planned High Level Timeline

Posts » December 1. 2009: Root zone sianed for internal use bv VeriSian and IC "
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But you can use ours

® @ @ Validator Preferences

Resolver
DNS server(s) used for name resolution:

Use system settings

@ DNSSEC validating resolvers: {Ezm\ﬂ

Custom:

. _




Green Key is better, isn't it?
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Root DNSSEC

Information about DNSSEC for the Root Zone

Pages Welcome

* Welcome
» Documentation This website contains announcements, releases and other pertinent
» FAQ information about the deployment of DNSSEC for the root zone.
»= TCR

. DNSSEC for the root zone is a joint effort between ICANN and VeriSign, w
» Presentations

» Toole support from the U.5. Department of Commerce.

»Feedback  planned High Level Timeline

Posts » December 1, 2009: Root zone signed for internal use by VeriSign and IC »
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Does your ISP do DNSSEC?

2 © @ Problem loading page - Mozilla Firefox
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Ak Problem loading page % o

&

:£| Done

Server not found

Firefox can't find the server

s Check the address for typing errors such as
ww.example.com instead of www.example.com

m |If you are unable to load any pages, check your
computer's network connection.
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No support :-( — use own DNS

e CZNIC ODVR

ITAR Trust Anchors

Unbound

nameserver 217.31.204.130
nameserver 2001:1488:800:400::130

Bind 9

nameserver 217.31.204.131
nameserver 2001:1488:800:400::131

Webpage in progress
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You get “some” security

D & @ CZ.NIC - About DNSSEC - Mozilla Firefox
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No security at all

D & @ Lehman Brothers - Mozilla Firefox

| [@] | http://www.lehman.com/

(@] Lehman Brothers

Lehman Brothers Holdings Inc. has filed for bankruptcy protection in th@

SEE BELOW FOR MORE INFORMATION ON LEHMAN BROTHERS HOLDINGS INC. AND THE DISPOSITION OF BUSIN
SUBSIDIARIES OF LEHMAN BROTHERS HOLDINGS INC.
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Where to get it?

® Nice new shiny webpage
- http://www.dnssec-validator.cz/
e Add-ons for Firefox (https://addons.mozilla.org/)

- Search for DNSSEC
- Or go to: http://bit.ly/aWHguB
- Still in sandbox, waiting for review
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Technical background

e Written in C (XPCOM), XUL, JavaScript, CSS.
e Uses bundled Idns, openssi|

- Found some issues in ldns
e Hidden configuration

- about:config
® Developer Info:

- https://labs.nic.cz/dnssec/
® Bug reports to:

- dnssec-validator@nic.cz 14
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Known issues in 0.15.1

® \Vindows XP need msvcr90.dll

- Microsoft Visual C++ 2008 Redistributable Package
- http://bit.ly/6ewTQ

e \/alidation status cache

- Shared between tabs
- Not shared between windows

15


http://bit.ly/6wTQ

Questions?




